Energy consumption of buildings represents roughly 40% of the overall energy consumption. Most of the national agendas include rigorous measures aimed at reducing the energy consumption and, thereby, the carbon footprint. Timely and accurate Fault Detection and Diagnosis (FDD) in Building Management Systems (BMS) have the potential to reduce energy consumption cost by approximately 15-30%. Most FDD methods are data-based, meaning that their performance is tightly linked to the quality and availability of relevant data about faults and related events. Based on our experience, such data is very sparse and inadequate, mostly because of the difficulty and lack of incentive to collect such data in a structured manner. In this article we introduce the idea of using crowdsourcing to support FDD-related data collection, and illustrate the concept through a mobile application that has been implemented for this purpose. Furthermore, we describe our experience from using the mobile application in a university building and propose a strategy of how to successfully deploy the application in new buildings.
INTRODUCTION
Intense weather, rising sea levels and fossil fuels running out at some point in the future have increased the importance of reduction of greenhouse gas emissions and lowering the dependence on fossil fuels. The European Union has set a goal to reduce its CO2 emissions by 40% in 2030, relative to what it was in 1990. Energy consumption of buildings is a significant share of the total energy consumption. In fact, between 30% and 40% of the total energy consumption stems from heating, ventilation, air conditioning (HVAC) and lighting for buildings. Retrofitting buildings with newer materials is the traditional way of lowering energy consumption of buildings, but in recent years an additional option has come forth. Using internet-and communications technologies (ICT) to make buildings 'smart', has been shown to be a viable way of lowering energy consumption of buildings [1] . This is often achieved by utilizing automation of certain systems in the building, such as HVAC and lighting. However, these improvements also come at a price. New components installed within buildings increase complexity and bring new and, typically, increased vulnerability to faults and misconfigurations that often result in increased energy consumption and reduced occupants' comfort.
Fault detection and diagnosis of smart buildings is a critical component to improving their energy performance [2] . Existing studies suggest that the estimated saving potential is 15-30% of the energy-related cost. This potential has been an excellent motivation to a significant amount of research in this area. The existing FDD methods can be classified into: model-based, databased and hybrid methods that combine the former two. Modeldriven FDD methods for buildings are based on sound physical models that accurately describe and quantify relations of control and output parameters of subsystems [3] . Data-driven diagnosis methods typically deploy machine learning algorithms and derive relationships and predictive models based on historical and ongoing data collection [4; 5] . Hybrid methods contain elements from both model-driven and data-driven methods [6; 7] . This article introduces the use of crowdsourcing for FDD in buildings, and an implementation of the concept in form of a mobile application, termed RoomFixr. The mobile application enables occupants to provide feedback on their comfort levels and report faults that may occur in a building. The goal of collecting this data is to both improve communication with occupants, as well as support FDD processes, as illustrated in Figure 1 . Occupants' feedback can be utilized to increase general occupant comfort and energy consumption efficiency by supplementing the sensed and metered data. Our case study building, as detailed in Section 3, is a university campus building. This implies that the majority of our target demographics are students and most of them also own a smartphone. Furthermore, a mobile application enables occupants to report faults quickly and on the spot. Reporting a fault should require minimal effort, as occupants would otherwise be unwilling to spend time and effort doing it.
The paper is structured as follows. In Section 2 we review the challenges associated with FDD data collection processes and provide basic knowledge of the concept of crowdsourcing. Further, in Section 3 we describe our approach of utilizing crowdsourcing for FDD data collection and detail the implemented mobile application. In Section 4 we discuss potential enhancements of our application that aim to improve its deployment and its usefulness. Further, in Section 5 we provide discussion of the approach, and finally, in Section 6 we conclude our paper.
DATA COLLECTION FOR FDD
In the following we provide a brief overview of FDD in smart buildings, followed by a summary of existing challenges in the data collection processes for FDD purposes. Furthermore, we discuss the state-of-the-art of crowdsourcing as a new and promising technology.
FDD in Smart Buildings
As demonstrated by Lazarova-Molnar et al. [8] , faults in buildings can be very costly in terms of energy consumption, depending on the type of fault. Some of the most energy consuming faults identified were related to HVAC and lighting. There are a number of different FDD approaches. They can be model-driven, that are based in physical models, where relations are strictly quantitatively described. They can also be data-driven, which typically utilize machine-learning algorithms. The two approaches can also be combined, yielding what is termed as hybrid FDD methods.
Some issues and limitations of the current automated data-driven FDD in buildings are reported as follows. First of all, not enough historical data is available to make the data-driven machine learning approaches accurate, also in terms of fault prediction. A new dimension can be added to the collected sensor-data from the Building Management System (BMS), by also taking into account feedback from buildings' occupants. The collection of occupant comfort feedback can be significantly supported by the new technologies such as smartphones, smart watches, and other mobile devices. A problem with this kind of data collection directly from users is that it is intrusive, as it requires some effort on the part of the user for sending the data. Minimizing this intrusiveness, or somehow making the advantages of submitting data to outweigh the annoyance of spending time and effort doing it, should help in this process. In the following we report more thoroughly on the challenges associated with the data collection for purposes of FDD in smart buildings.
One example of an FDD-related scenario that illustrates the significance of obtaining occupants' data is malfunctioning sensors, such as a malfunctioning temperature sensor that, for instance, reports a temperature that is lower than the actual temperature. This would result in the building's HVAC-system to incorrectly heat the room and, as such, would probably lower the occupant comfort levels and the building's energy efficiency. Here, the system cannot trust the data from its sensors, but by receiving occupants' data it could determine that by heating the room, the occupant's comfort levels have decreased, and, further extrapolate that the sensor might be faulty or misplaced.
Challenges in the Data Collection for FDD
As previously explained, data collection for FDD represents a challenge, as the most relevant data (event logs) is also the most challenging to obtain. The main problem is that this kind of data cannot be collected in a non-intrusive fashion, and it is very rarely kept track of. Lazarova-Molnar et al. in [2] thoroughly describe this problem and identify the main challenges, as the following:
• Availability of detailed and structured logs for every historical event, and
• Logging of changes in hardware/ configuration/ calibration along with immediate meta-data updates, as especially important for diagnosing misconfigurations.
In this work the authors also identify the main FDD-relevant data streams, and the corresponding challenges, as detailed in Table 1 .
The main FDD-related data streams have been identified as follows: As detailed in this work, both occupant feedback and event logging can hugely impact the accuracy of the data-based FDD approaches, and both of them are obtained in an intrusive manner.
To account for the lack of these streams of data, we decided to build an application that to a major extent targets both of these streams. Namely, building occupants and their percepts are utilized to collect data on both occupant comfort, as well as obvious faults in the building (ventilation, lighting, etc.). The goal is to utilize this data to obtain insights and derive meaningful rules about the faulty behavior of BMS, including its configuration, control or building instrumentation.
Attempts at collecting user comfort feedback have already been made. One such attempt is ZonePAC by Balaji et al. [9] . ZonePAC is a system for controlling an HVAC system and crowdsource user comfort feedback via a web interface. Users could report their comfort levels depending on the temperature. The study showed that making users provide feedback about their HVAC comfort levels can motivate them to save energy, which in our case would be an added benefit. Another attempt at saving energy by using occupant comfort feedback to control an HVACsystem is by Purdon et al. by using smartphones [10] . This study showed that such an adaptive data-driven HVAC-system is able to save energy, compared to when it is model-driven. In the following we review the concept of crowdsourcing and its potential in obtaining relevant data.
Crowdsourcing for Data Collection
Using the power of the crowd to get jobs done is termed crowdsourcing [11] . Usually, participants in crowdsourcing are rewarded in some way. An example is the cash-incentive of the Amazon Mechanical Turk crowdsourcing platform [12] . Much work has already been done on this subject in recent years, especially since mobile devices with sensors have become widely available.
Hosseini et al. [13] have analyzed a significant amount of the research on crowdsourcing from recent years, and have come forth with taxonomy on the subject. According to this analysis, crowdsourcing is comprised of four parts. First of all, there is the crowd, who are the ones performing the crowdsourced activity. Secondly, there is the crowdsourcer, who has made the crowdsourced activity available to the crowd. And finally the crowdsourcing task, that is the activity performed by the crowd, and the crowdsourcing platform wherein the task is actually distributed to the crowd, then performed and lastly sent back to the crowdsourcer. Using some of the reference model resulting from their analysis, some of the system requirements can be derived later on. The crowd often has some degree of diversity among the individuals within, on several different fronts. This can for example be the age, gender, location and background, and also the degree of expertise on the crowdsourced task. Something else to consider is the anonymity or unknown-ness of the participants. This is both in relation to the participants not knowing the crowdsourcer, and also to an individual in the crowd not knowing other participants. The crowd also suits the given task to a certain degree, for example when certain abilities are present, when individuals in the crowd have volunteered for the task, or when the crowd is motivated to perform the task [14] . A motivation of a crowd is found to be either intrinsic or extrinsic in its nature. Extrinsic motivations are motivations that come from the crowdsourcer, namely some kind of incentives, of which many different kinds exist. On the other hand, intrinsic motivations come from within each individual in the crowd.
Examples of intrinsic motivations are mental satisfaction with the performed task, and also love of the community wherein the crowdsourced task is done. The intrinsic motivations were often found to be stronger than the extrinsic ones.
Crowdsourcing has also been applied in a mobile context by distributing application to the crowd. The applications then enable users to tag information in the app or use the mobile phones sensors or camera to collect data about the environment around them. An example is to use mobile location data to gather data about the movement of the crowd at large city events [15; 16] or distribute an application to youngsters in a neighborhood to gather about their views and opinions about the surroundings [15] . Blunck et al. [16] discuss the challenges of gathering data while addressing biases including demographics and technical differences among mobile platforms and devices. 
CROWDSOURCING MOBILE APP TO SUPPORT DATA COLLECTION FOR FDD
Crowdsourcing has been successfully utilized for various data collection missions [17] [18] [19] . Therefore, additional crowdsourced input would be highly valuable to the data-based FDD approaches for smart buildings. In the following we detail the mobile application (termed RoomFixr) that we built to support these data collection processes. Automation of certain tasks, such as determining the location, can be used to reduce the effort required to report a problem. To facilitate indoor positioning a number of iBeacons have been installed in the case study building [20; 21] . These can be used for implementing an indoor positioning system, which can be serve as the component determining the location automatically for the occupant.
Our case study building, Building 44, also known as OU44, at The University of Southern Denmark (SDU) is a newly built smart building. OU44 consists primarily of lecture rooms, offices and study zones. Furthermore, the building is equipped with a range of sensors, which are used to control parts of the building, such as curtains, windows, lights, heating and ventilation. Fault Detection and Diagnostics (FDD) can be used to detect faults in such buildings. FDD in buildings can be data-driven, meaning that data collected, for example from the sensors within the building, is used for performing the detection and diagnostics. One of the challenges for data-driven FDD in buildings can be the lack of historical data available [2] , and this is especially the case for newly built buildings like OU44. The data from the OU44's range of sensors is already being used for FDD, and as of now, there is no event logging in place. This represents a significant challenge for diagnosing, and has formed the motivation to design and develop the RoomFixr mobile application.
Our application, RoomFixr, aims to provide a means for occupants to supply feedback on their comfort levels and report faults that may occur in the building. Here, handling submissions of false reports from occupants is also part of the concerns that need addressing. In the future, this occupant feedback can be used to increase general occupant comfort and energy consumption efficiency by supplementing sensor data. That is however out of the scope for this application.
A mobile application that counts on user input has to exhibit a high level of usability. Minimal effort should be required to report faults, as otherwise occupants could be unwilling to spend time and effort doing it. Automation of certain tasks, such as determining location, is used to reduce the effort required. A number of iBeacons have also been installed into the building. These can be used for implementing an indoor positioning system, which can serve to determine the location automatically for the occupant. To test the user-friendliness of the application, a usability study has been performed, where the occupants themselves were given the opportunity to provide feedback. We provide the results of this study in Section 4.
Types of Complaint Reports
The crowdsourcing application targets occupants and allows them to report the following concerns:
• Too hot and too cold, when the temperature in the room is higher or lower than expected, it could signal a fault in the temperature sensor or ventilation valve,
•
No power, when there is no power in the room, it could signal a number of different faults, such as a software fault as power in rooms is run by a schedule,
• Bad air, when the quality of the air feels inadequate, it could signal a faulty CO2 sensor,
• Too dark or too bright, when there is insufficient/too much light in the room, it could be a signal that a lux sensor is faulty or a fault in the shades actuator,
• Open window, which could explain abnormal energy consumption if it is during a cold season,
• Noise, that can explain also some abnormal sensor data, and
• Other, which is a category for more complex unspecified faults.
Occupants can supplement their reports with text and images if they feel it is necessary. There is also an administrator side that controls the reporting. In the following we explain in more detail how these functions work.
Application Description
The RoomFixr application has two operating modes, one mode for building occupants and another mode for administrators. Building occupants can report various issues related to BMS and administrators can attend to these issues and arrange for their resolution, as well as view various statistics about the reporting behavior and occurrence of faults. The usability of the application is of the utmost importance, and this is the reason for utilizing the indoor positioning system, i.e. to enable occupants to report problems with the minimal number of interactions with their mobile devices.
To facilitate the usability of the crowdsourcing application, an indoor positioning is utilized. This serves to easily locate occupants and release them from the burden of specifying location, which can often be very complicated. OU44 (our case study building) is equipped with a series of iBeacons from Kontakt.io and serve as a basis for determining an occupant's location within the building [20] . Each iBeacon is uniquely identified by its UUID in combination with its major and minor values. All iBeacons in OU44 have the same UUID but have different major and minor values. In order to link each discovered iBeacon when scanning, a JSON file containing every iBeacon in OU44 along with their major, minor and location data is parsed each time the app is started.
In Figure 2 the main reporting screen is shown. Here we can see that basically in only two clicks a problem (fault) can be reported. However, the application also allows for attaching an image to verify or further detail the encountered fault. Besides the typical complaint/fault categories, there is also a custom category "Other" that allows for new and unforeseen types of problems to be reported. Once a report is completed, it is immediately available to all occupants to confirm or deny it, as shown in the last screenshot in Figure 2 .
The process of confirming or denying a report is illustrated in Figure 3 , and it represents a mechanism to control the false reporting. A voting system based on majority-voting was implemented to determine whether a specific report is trustworthy or not. This enables the system and its admins to disregard reports that have a particularly low vote-balance. It can also support future incentive models for rewarding loyal occupants. Occupants have insight in all reported faults at any point in time. They are also supplied with a map that illustrates all locations that have associated reports, as shown in Figure 4 .
In Figure 5 , the administrator mode of the application is shown along with some of the statistics visualizations. The application provides statistics on the number of faults per floor per category, or per room per category, as well as various statistics for users on the type and number of reports that he/she has made. This can be further used in combination with the sensed and metered data to develop data-based models for FDD.
The proposed admin-client has been implemented with the ability to view data in the system and mark faults as fixed. It was made as a Java desktop client to ensure cross-platform capability. The data extraction functionality has also been implemented where the admin can view graphs of both all-time data and by periods of time such as weekly.
General Usability Aspects
The initial approach to getting students that use OU44 on a daily basis to test the system proved ineffective due to the time limitation for the project. We still intend to carry out this study thoroughly, as part of our future work plan.
From the small usability study we performed, we found that several areas of the application that can be improved. The viewreport screen shown to the left in Figure 3 is one of those places. The grid of the text between the top section with icon, type and location, and the vote buttons, should perhaps be broken up into smaller areas with differing sizes of text. Also adding relevant icons instead of description labels would be a way of reducing clutter further, these could also be used in the list-items in the other screens. A small static version of the the indoors map used, could serve to show the location of the fault to the user in addition to the location specified in text.
The main lists that contain reports should probably be reorganized as well, right now the first text in the reading direction (in Europe at least) is the room name. This should be changed to something like <category> in <room>, or perhaps just the category. Making use of the action bar more could also be considered in the reporting process, because it is currently barely used. Both manual room selection and adding attachments within the report screen, could be considered to be placed as items in the action bar, instead of like it is done now with a list dialog and floating action button respectively. Rooms and also what to attach could be selected via dropdown lists that are shown when the menu items are clicked. What combination of the current UI and putting things in the action bars that works best, must be determined in a further usability study. Setting a range of alternatives up with the different combinations would do this, and then letting the users decide which they think works best.
During the usability study, indications that too many things are displayed on the main screen was discovered. A way to solve this could be to use a navigation drawer on the main screen, its function is to hide some of the apparent clutter. Again, it should be tested in a new usability study by setting up two alternatives, one with the navigation drawer and one as it is currently. A solution, or a combination of solutions, is chosen based on the feedback from the users.
Regarding the buttons on the screen, especially the report and send-report buttons on the main-screen and report-screen respectively, some spacing between the edge of the screen and the edge of the button is needed. This should be done to ensure that users understand it is a button, and not just some area on the screen. The cause of why some users seemed to be confused about where to press the screen in the beginning during the observational tests. Another thing to consider for these buttons, is the addition of some kind of shadow along the edges, to promote the button-look even further. These things should also be tested in a further usability study.
ANTICIPATED ENHANCEMENTS
In the following, we discuss the anticipated future improvements and extensions of our crowdsourcing application. We focus on deployment of the application, discovered as a challenge based on our usability survey, and also on the potential for utilization of the collected data.
Strategy for Deployment
The RoomFixr application relies on crowdsourcing for data collection purposes. During our usability testing, we were able to observe difficulties with deployment of the application, for which we already have a plan of how to overcome. As expected, SDU campus citizens would need an additional motivation to use our application [22] . To support this, we have the following strategies:
• Provide leaderboard that will rank the most committed and loyal applicants at the top, • Allow for sharing of occupants' statuses to social networks, • Provide financial incentive/rewards to the leading occupants, where awards can be either physical/monetary items, or electronic badges and certificates, shared throughout the community. These actions are necessary for successful deployment of the application. Furthermore, as this is a prototype application that only works on Android devices, we will need to develop solutions for the rest of the smartphone operating systems.
One idea for calculating a score for leaderboard is the following:
Here F is a boolean value of either 0 or 1, that indicate whether or not the report has been attended to, and S is a boolean value of either 0 or 1 that indicates whether or not the report is marked as spam. votesr is the vote-balance of a report that can be both positive and negative, which is an indicator of the report truthfulness. The leaderboard score ScoreU is based upon summing the vote balances of reports made by the user. Modifiers are introduced, so that the system administrator has the ability to override the opinion of the crowd. For example, if the vote balance of a report is highly positive and the report is marked as spam, the score counted will always be negative by the same amount, no matter how high the vote balance becomes. On the other hand, if the vote balance is below 0, the score of the report becomes even more negative as the vote balance decreases. The same is the case when fault reports are marked as "fixed", it just works the opposite way around. Other parameters such as how detailed a report has been made could also be considered in the calculation score. Alternatively, users could be rewarded for making detailed reports. One way of estimating if a report is detailed or not is by looking at the attachments, e.g. image and description. However, users could abuse this by adding random images that do not contribute a report in any way and perhaps confuse the administrator that is tasked with fixing the fault. This also applies to descriptions, where users would just input random characters to the description. Both of these problems could potentially be fixed by implementing image and text recognition algorithms. For example, a text recognition algorithm would look for bogus combinations of characters that obviously do not describe a potential problem in a meaningful way.
Occupant Feedback vs. Sensor Data
When the system is deployed, the gathered data from users reporting faults could be combined with data gathered from the building's sensors. A potential benefit from this would be further improvements to the building's efficiency in terms of energy consumption. As an example we can take malfunctioning sensors, such as a temperature sensor that is malfunctioning by reporting a different and lower temperature than the actual temperature. This would result in the building's HVAC system incorrectly heating the room and as such would probably lower occupants' comfort levels and the building's energy efficiency. Here the system cannot trust the data from its sensors, but by receiving user-data it could determine that by heating the room, the occupant's comfort levels have decreased. And, further extrapolate that the sensor might be faulty.
In terms of actually implementing such functionality, the human element could be variable. Meaning, that it could be completely run by admins or some form of machine learning could be used with some admin support. Why machine learning? It would enable the system to learn on its own and perhaps avoid future faults that are similar to past faults, e.g. a data-driven approach.
DISCUSSION
Crowdsourcing can certainly benefit and enhance data collection processes in general. In this case it can be utilized as supplement of event logging for buildings FDD, as this process does not take place exhaustively. Therefore, there is usually no extensive log of data on problems with BMS that could be utilized for data-based FDD approaches. In our future work, our plan is to deploy this application, enhanced by an incentive model, and utilize it in combination with data analytics tools to discover significant insights between the crowdsourced data, and the data that is being collected through sensors and meters. This will be utilized to derive rules that can further be utilized for FDD and performance monitoring and testing.
One interesting aspect of this application is the expectation of occupants to have faults removed. This would definitely impact the success of the application. It would be a natural expectation to have something repaired if it has been reported.
CONCLUSIONS
We have presented an approach and a prototype mobile application to support the data collection processes for more accurate fault detection and diagnosis in buildings. The approach relies on building occupants, and it achieves the following goals:
• Obtaining user feedback, Finally, all of these goals can lead to decreased energy consumption due to the more accurate FDD, as well as increased occupants' comfort, thereby touching upon these two dimensions of building's performance.
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